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STACKELBERG GAMES

• Playing up is a dominant 
strategy for row player

• So column player would 
play left

• Therefore, (1,1) is the 
only Nash equilibrium 
outcome
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STACKELBERG GAMES

• A Stackelberg game is 
played as follows:
◦ Row player (the leader) 

commits to playing a row
◦ Column player (the 

follower) observes the 
commitment and chooses 
column

• The leader can commit to 
playing down!
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STACKELBERG GAMES
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If the leader announces their commitment, 
the Stackelberg game can be rewritten as an 
extensive-form game of perfect information
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STACKELBERG GAMES

• Poll 1: What reward can the 
leader get by committing to 
a mixed strategy? (Assume 
the follower breaks ties in 
favor of the leader)
◦ 1
◦ 1.5
◦ 2
◦ 2.5
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STACKELBERG GAMES
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Randomness helps the leader due to 
imperfect information

Information 
set



COMMITMENT IN REAL LIFE

http://youtu.be/S0qjK3TWZE8



STACKELBERG EQUILIBRIUM

• For a mixed strategy 𝑥𝑥1 of the leader, define 
the best response set of the follower as

𝐵𝐵2 𝑥𝑥1 = argmax𝑠𝑠2∈𝑆𝑆 𝑢𝑢2(𝑥𝑥1, 𝑠𝑠2)
• In a strong Stackelberg equilibrium (SSE), 

the leader plays a mixed strategy in
argmax𝑥𝑥1∈Δ 𝑆𝑆 max𝑠𝑠2∈𝐵𝐵2 𝑥𝑥1 𝑢𝑢1 𝑥𝑥1, 𝑠𝑠2 ,

where Δ(𝑆𝑆) is the set of mixed strategies



COMPUTING SSE

• In 2-player normal form games, an SSE can be computed in 
polynomial time through a linear program

• The leader’s mixed strategy is defined by variables 𝑥𝑥(𝑠𝑠1), 
which give the probability of playing each strategy 𝑠𝑠1 ∈ 𝑆𝑆

• For each follower strategy 𝑠𝑠2⋆, we compute a strategy 𝑥𝑥 for 
the leader such that
• Playing 𝑠𝑠2⋆ is a best response for the follower
• Under this constraint, 𝑥𝑥 is optimal

• Take the 𝑥𝑥 resulting from the “best” 𝑠𝑠2⋆

max ∑𝑠𝑠1∈𝑆𝑆 𝑥𝑥 𝑠𝑠1 𝑢𝑢1(𝑠𝑠1, 𝑠𝑠2⋆)

s.t ∀𝑠𝑠2 ∈ 𝑆𝑆,∑𝑠𝑠1∈𝑆𝑆 𝑥𝑥 𝑠𝑠1 𝑢𝑢2 𝑠𝑠1, 𝑠𝑠2⋆ ≥ ∑𝑠𝑠1∈𝑆𝑆 𝑥𝑥 𝑠𝑠1 𝑢𝑢2 𝑠𝑠1, 𝑠𝑠2
∑𝑠𝑠1∈𝑆𝑆 𝑥𝑥 𝑠𝑠1 = 1
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SECURITY GAMES
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SECURITY GAMES: MODEL

• Set of targets 𝑇𝑇 = {1, … ,𝑛𝑛}
• Set of 𝑚𝑚 security resources Ω available to the 

defender (leader)
• Set of schedules Σ ⊆ 2𝑇𝑇
• Resource 𝜔𝜔 can be assigned to one of the 

schedules in 𝐴𝐴 𝜔𝜔 ⊆ Σ
• Attacker chooses one target to attack



SECURITY GAMES: MODEL

• For each target 𝑡𝑡, there are four numbers: 
𝑢𝑢𝑑𝑑+ 𝑡𝑡 ≥ 𝑢𝑢𝑑𝑑− 𝑡𝑡 and 𝑢𝑢𝑎𝑎+ 𝑡𝑡 ≤ 𝑢𝑢𝑎𝑎− 𝑡𝑡

• Mixed defender strategy induces coverage 
probabilities 𝒄𝒄 = (𝑐𝑐1, … , 𝑐𝑐𝑛𝑛)

• The utilities to the defender/attacker under 
𝒄𝒄 if target 𝑡𝑡 is attacked are 
𝑢𝑢𝑑𝑑 𝑡𝑡, 𝒄𝒄 = 𝑢𝑢𝑑𝑑+ 𝑡𝑡 ⋅ 𝑐𝑐𝑡𝑡 + 𝑢𝑢𝑑𝑑− 𝑡𝑡 1 − 𝑐𝑐𝑡𝑡
𝑢𝑢𝑎𝑎 𝑡𝑡, 𝒄𝒄 = 𝑢𝑢𝑎𝑎+ 𝑡𝑡 ⋅ 𝑐𝑐𝑡𝑡 + 𝑢𝑢𝑎𝑎− 𝑡𝑡 1 − 𝑐𝑐𝑡𝑡



SECURITY GAMES: EXAMPLE

Attacker Defender
Target Covered Uncovered Covered Uncovered

1 0 1/2 0 −1
2 0 1 0 −1

Poll 2: What is the defender’s utility in an SSE?
• 0
• −1/3
• −1/2
• −2/3
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SECURITY GAMES: EXAMPLE

Attacker Defender
Target Covered Uncovered Covered Uncovered

1 0 4 0 −2

2 0 3 0 −1

3 0 2 0 −5
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Poll 3: What is the defender’s utility in an SSE?
• −3/7
• −4/7
• −3/4
• −4/3



WILDLIFE PROTECTION

Defenders are rangers, attackers are poachers, 
“targets” are grid squares, utility depends on 
the predicted number of snares

Murchison 
Falls National 
Park, Uganda



LIMITATIONS OF SECURITY GAMES

• Poll 4 (brainstorm): What are some of the 
gaps between the security games model and 
reality?







DOES THIS WORK?

Game theory (GT) vs. uniform random (UR) in the LA metro 
[Delle Fave et al., 2014]

Captures (every 30 min.) Warnings (every 30 min.)

Violations (every 30 min.) Passengers (every 30 min.)
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