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STACKELBERG GAMES

* Playing up is a dominant
strategy for row player

* S
0 column player would 1’ 1 3’0
play left
* Therefore, (1,1) is the
only Nash equilibrium 2; 1

outcome




STACKELBERG GAMES

* A Stackelberg game is
played as follows:

o Row player (the leader)
commits to playing a row 1; 1 3;0
o Column player (the
follower) observes the 21
commitment and chooses ’

column

e The leader can commit to
playing down!




STACKELBERG GAMES

L1 30 00 21

[f the leader announces their commitment,
the Stackelberg game can be rewritten as an
extensive-form game of perfect information



STACKELBERG GAMES

* Poll 1: What reward can the
leader get by committing to
a mixed strategy? (Assume
the follower breaks ties in
favor of the leader)
o 1 m

o 1.5
° 2
o 2.5




STACKELBERG GAMES

Information
set

L1 30 00 21

Randomness helps the leader due to
imperfect information



COMMITMENT IN REAL LIFE

http://youtu.be/S0qjK3TWZES



STACKELBERG EQUILIBRIUM

* For a mixed strategy x; of the leader, define
the best response set of the follower as

B,(x1) = drgimdXs, es Uy (x1,52)
* In a strong Stackelberg equilibrium (SSE),
the leader plays a mixed strategy in

argmaxxleA(S) maXSZ EBZ (xl) ul (xlI SZ) )

where A(S) is the set of mixed strategies



COMPUTING SSE

* In 2-player normal form games, an SSE can be computed in
polynomial time through a linear program

* The leader’s mixed strategy is defined by variables x(s;),
which give the probability of playing each strategy s; € S

 For each follower strategy s,, we compute a strategy x for
the leader such that

 Playing s; is a best response for the follower
* Under this constraint, x is optimal

max Zsles x(s1)uy(s1,53)
st Vs € 5125165 x(sp)uy(sq,83 ) 2 Zsles x(s1)uz(51,82)

« Take the x resulting from the “best” s,









SECURITY GAMES




SECURITY GAMES: MODEL

Set of targets T = {1, ..., n}

Set of m security resources () available to the
defender (leader)

Set of schedules X € 27

Resource w can be assigned to one of the
schedules in A(w) € X

Attacker chooses one target to attack



SECURITY GAMES: MODEL

* For each target t, there are four numbers:
ul(t) = ug(t) and ut (t) < ug (t)
* Mixed defender strategy induces coverage
probabilities ¢ = (¢4, ..., Cy,)
* The utilities to the defender/attacker under
c if target t is attacked are
ug(t,c) =ug(t) - c, +ug(®)(1—c.)
uq(t,c) =ug(t) - ce +ug ()1 —cp)




SECURITY GAMES: EXAMPLE

,, Attacker Defender

Target Covered | Uncovered | Covered | Uncovered
% ‘ 1 0 1/2 0 —1

‘ 2 0 1 0 —1

Poll 2: What is the defender’s utility in an SSE?
c 0

e —1/3

e —1/2

e —2/3




SECURITY GAMES: EXAMPLE
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Poll 3: What is the defender’s utility in an SSE?

—3/7
—4/7
—3/4
—4/3

Target

Covered

Uncovered

Covered

Attacker Defender

Uncovered

1

0

4

0

2

0

3

0

3

0

2

0




WILDLIFE PROTECTION

Murchison
Falls National
Park, Uganda

Defenders are rangers, attackers are poachers,
“targets” are grid squares, utility depends on
the predicted number of snares




LIMITATIONS OF SECURITY GAMES

* Poll 4 (brainstorm): What are some of the
gaps between the security games model and
reality?
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WORLD
Random Security: LAX's ARMOR System

BY ANDREW MURR ON 10/13/07 AT 11:32 AM EDT
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Powered by Trinity Audio
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ecurity officials at Los Angeles International Airport now have a new weapon in

their fight against terrorism: randomness. Anxious to thwart future terror attacks in
the early stages while plotters are casing the airport, security patrols have begun using a
computer program called ARMOR (Assistant for Randomized Monitoring of Routes) to
make the placement of security checkpoints completely unpredictable. Now all airport
security officials have to do is press a button labeled RANDOMIZE, and they can throw a
sort of digital cloak of invisibility over where they place the cops' antiterror checkpoints on

any given day.
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NATIONAL
GEOGRAPHIC

Antipoaching patrols like this team at the Lewa Wildlife Conservancy in Kenya may soon use Al

technology to stay one step ahead of criminals.
PHOTOGRAPH BY AMI VITALE, NATIONAL GEOGRAPHIC CREATIVCE

WILDLIFE WATCH

Rangers Use Artificial Intelligence
to Fight Poachers

Emerging technology may help wildlife officials beat back traffickers.

PAWS, which stands for Protection Assistant for Wildlife Security, is a
newly developed Al that takes data about previous poaching activities and
outputs routes for patrols based on where poaching is likely to occur.
These routes are also randomized to keep poachers from learning patrol
patterns. Using machine learning, a branch of AI, PAWS can continually

find new insights as more data is added.
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DOES THIS WORK?
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Captures (every 30 min.) Warnings (every 30 min.)
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Violations (every 30 min.) Passengers (every 30 min.)

Game theory (GT) vs. uniform random (UR) in the LA metro
[Delle Fave et al., 2014]
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